CPO PRIVACY CODE

The College of Physiotherapists of Ontario supports individual rights to privacy. In addition to meeting our obligations under the Regulated Health Professions Act, 1991 (RHPA) and the Personal Health Information Protection Act, 2004 (PHIPA), the College has voluntarily adopted this Privacy Code to demonstrate our commitment to privacy and to clarify our privacy practices to our registrants and the public. 

Having access to personal information is critical to the College’s ability to effectively regulate the profession in the public interest. The College collects, uses and discloses personal information regarding applicants for registration, registrants, registrants’ patients and other individuals whose information is shared with the College in the course of regulating physiotherapists in Ontario.  

This Privacy Code does not apply to the personal information of employees, appointees or members of Council, committees or working groups, vendors or others acting on behalf of the College.

Legal Context

The College complies with the confidentiality provisions of the RHPA.
 The RHPA requires that the College (including everyone we employ, retain, or appoint and all members of the Council or any committees) keep confidential all information related to the activities of the College, subject to some exceptions. The exceptions permit the College to collect, use and disclose information in connection with the administration of the RHPA and the Physiotherapy Act and other situations such as to the police to aid in an investigation or to eliminate or reduce a significant risk of serious harm to a person or group or otherwise as permitted or required by law. Individuals who breach the confidentiality provisions of the RHPA face significant fines. 
The Health Professions Procedural Code under the RHPA and the College by-laws require that the following information about registrants be publicly available: 
· Discipline hearings conducted by the Discipline Committee are open to the public. Evidence at a discipline hearing may include personal information regarding the registrant and the registrant's patients, employers and colleagues or other witnesses related to allegations of professional misconduct or incompetence. The panel of the Discipline Committee has discretion to close a hearing under certain prescribed circumstances and/or restrict the publication of personal information where appropriate. The College is required to publish certain information regarding discipline hearings conducted by the Discipline Committee. 
· Registration Committee and Inquiries, Complaints and Report Committee decisions are open to the public, but personal information may be restricted in those decisions so long as doing so is in the public interest.

· While Fitness to Practise hearings are closed to the public, the College is required to publish certain information regarding hearings conducted by the Fitness to Practise Committee.

As required by the RHPA and the Health Professions Procedural Code, the College maintains a public register that provides information about all registered physiotherapists in Ontario. Public information includes but is not limited to: registration information about physiotherapists (such as their name, business address, registration status, clinic name, and contact information); areas of practice; language; authorized activities; terms, conditions or limitations imposed by the College; allegations of professional misconduct or incompetence which have been referred to the Discipline Committee but not yet decided; and results of discipline or incapacity proceedings.

When the College collects personal health information from health information custodians (such as from registrants or registrants’ workplaces), we must also comply with the recipient rules under the PHIPA.
 Those rules state that the College can only use or disclose such personal health information for the purpose for which it was disclosed to us or to assist us to carry out a statutory or legal duty. The College must also limit how much personal health information is used or disclosed.

The College's collection, use and disclosure of personal information in carrying out its regulatory activities is done for the purpose of regulating the profession in the public interest. These regulatory activities are not of a commercial character. Accordingly, the College is not subject to the federal privacy legislation, the Personal Information Protection and Electronic Documents Act (PIPEDA).  
Privacy Principles

Canadian and provincial law does not mandate that regulatory Colleges (who do not engage in commercial activities) have specific privacy practices. However, the College has voluntarily adopted the ten privacy principles of the “Canadian Standards Association Model Code for the Protection of Personal Information” that are the foundation of all privacy laws in Canada. The College has taken this proactive approach to reassure the public and our registrants that we operate according to good privacy practices and are respectful of and careful with personal information. The College acknowledges we hold potentially sensitive health, financial and other personal information.
Personal information means identifying information about an individual in oral or recorded form including:

· Information relating to the race, national or ethnic origin, colour, religion, age, sex, sexual orientation or marital or family status of the individual,

· Information relating to the education or the medical, psychiatric, psychological, criminal or employment history of the individual or information relating to financial transactions in which the individual has been involved or other financial information about the individual,

· Information relating to the provision of health care or a service to the individual, including the identification of a person as a provider of health care to the individual, 

· Any identifying number, symbol or other particular assigned to the individual,

· The personal opinions or views of the individual except where they relate to another individual, or

· The address, telephone number, email address or other contact information of the individual except business contact information. 
Principle 1: Accountability

The College’s Privacy Officer is accountable for compliance with this Privacy Code. 
The College’s commitment to privacy is demonstrated by adherence to this Privacy Code and our procedures to protect the personal information we hold and by educating our employees, appointees and members of Council, committees or working groups, and any others who collect, use or disclose personal information on the College’s behalf about their privacy responsibilities under section 36 of the RHPA, the PHIPA and this Privacy Code.
Principle 2: Identifying Purposes

The College collects, uses and discloses personal information to perform our regulatory functions and fulfill our statutory objects, or where permitted or required by law. 

Regulatory functions that may result in the collection, use or disclosure of personal information include, but are not limited to:

· Issuing certificates of registration for physiotherapists to practice;

· Assessing whether physiotherapists continue to meet the standards of qualification for a certificate of registration;

· Investigating complaints, reports and/or circumstances of potential misconduct, incompetence or incapacitation regarding physiotherapists;

· Holding hearings into allegations of professional misconduct, incompetence or incapacitation of physiotherapists; and
· Providing information about physiotherapists to the public for regulatory purposes on the public register available through the College’s website.

Principle 3: Consent

The College usually collects, uses and discloses personal information with the express consent of the individual about whom the information relates. For example, when a registrant applies for licensure, the applicant consents to the collection of information by the College. Or, when an individual makes a complaint about a registrant to the College, the individual consents to the release of their own information to the College relevant to the complaint. 

However, there are situations where the College acts without consent to protect the public or to regulate the profession, but only as permitted or required by law. For example, the RHPA and its Health Professions Procedural Code require a physiotherapist’s employer to report to the College where the employer has terminated employment for reasons of professional misconduct, incompetence or incapacity. If the College initiates a formal investigation, we may compel the employer to disclose identifiable information about a registrant’s patients without the consent of those patients to allow us to investigate the registrant. Or, the College also has the authority to collect, use and disclose personal information without the patients’ consent in the context of quality assurance programs.
Principle 4: Limiting Collection

The College collects only the minimum amount of personal information that is necessary to fulfil the purposes identified. The College collects personal information using procedures that are fair and lawful. 

Personal information regarding patients of registrants is only collected as part of the College’s regulatory function. This information is typically obtained by the College as part of an investigation or quality management program. The focus of these inquiries is the conduct, competence or capacity of the registrant, the continuing competence and improvement of registrants and the protection of the public.
Principle 5: Limiting Use, Disclosure and Retention
Use

The College uses personal information with consent or as permitted or required by law. 
Personal information may only be used by College employees, appointees and members of Council, committees or working groups, and any others who collect, use or disclose personal information on our behalf within the limits of their role. Sharing information within the College is a “use” and is limited to authorized persons only. Individuals may not view, read, look at, receive, handle, deal with or otherwise use personal information unless they have a legitimate “need to know” as part of their position. 
The College respects the Health Professions Procedural Code requirement that the Quality Assurance Committee cannot share certain information within the College and with other committees.

Disclosure
The College discloses personal information with consent or as permitted or required by law. The College publishes information on the public register as required by law.
The College acts in accordance with the confidentiality provisions of the RHPA and ensures that anyone acting on our behalf does not disclose information related to their work unless permitted or required by law to do so. 

Personal information may only be disclosed by College employees, appointees and members of Council, committees or working groups, and any others who collect, use or disclose personal information on the College’s behalf within the limits of their role. Individuals may not share, talk about, send to, make available, release or otherwise disclose personal information to anyone outside the College unless that activity is an authorized part of their position and is permitted or required by law.
Retention
The College has a record retention policy. Information regarding the record retention policy can be obtained by contacting the College’s Privacy Officer. 
The College retains personal information for as long as necessary to fulfill legal or business purposes and in accordance with our retention policy and schedules.
Personal information that is no longer required to be kept is destroyed, erased or made anonymous safely and securely.

Principle 6: Accuracy

The College takes reasonable steps to ensure that the information we hold is accurate, complete, and up-to-date for the purposes for which it is collected.  If the College has reason to believe information is inaccurate, we take reasonable steps to verify and correct the information. 
Registrants are required to provide the College with current name, contact and employment information and to advise the College of changes within thirty (30) days of any change. Registrant information is updated when new information is provided to the College. The College also requests and updates registrant information annually when registrants renew their registration with the College. 

Principle 7: Safeguards

The College takes reasonable steps to ensure that personal information we hold is protected against theft, loss and unauthorized use, disclosure, modification or destruction. 

While the safeguards used will depend upon the sensitivity of the information, the College has implemented physical, organizational and technological safeguards, which include:

· Use of authentication processes (such as robust passwords) and encryption for electronic information systems;

· Secure back-up of electronic systems;

· Secure office premises with keycard access;

· Storing and disposing of paper copies of personal information in a secure manner, including the use of locked filing cabinets and rooms; clean desks, confidential shredding bins and secure shredding;
· Permitting access to personal information by College employees and others on a "need-to-know" basis only;

· Requiring third party service providers to commit contractually to protecting personal information; and
· Annual privacy and data security training and signing of confidentiality agreements for all College employees and others.
Principle 8: Openness and Contact Information
This Privacy Code is available to registrants and the public via the College’s website or by contacting the College’s Privacy Officer: 
Website: www.collegept.org

Telephone: 1-800-583-5885 or 416-591-3828 
Email: info@collegept.org 
Address: 375 University Avenue, Suite 800, Toronto, Ontario M5G 2J5. 

Principle 9: Individual Access
Public information about registrants is available on the College’s website under the “Find a Physiotherapist/Public Register” page or by contacting the College. 
Individuals can make a request for access to their own personal information held by the College by contacting the College’s Privacy Officer. The College will assist those who require help to prepare an access request. Upon request and subject to some exceptions, the College explains how personal information has been or is being used and with whom personal information has been disclosed.

There may be situations where access requests are denied or only partial information is provided. For example, access to one’s own personal information may be restricted:

· in accordance with the confidentiality provisions of the RHPA;

· in the case of an on-going investigation;

· where the record contains personal information about another individual; 

· to reduce or eliminate a risk of serious harm to the requestor or another person;

· where subject to solicitor-client or other privilege; 

· where access would defeat the purposes for which the information was collected; or 

· as otherwise permitted or required by law. 
The College charges a cost recovery fee for providing copies of records. Fees are transparent to the requestor. 
Principle 10: Challenging compliance
All privacy complaints, incidents, and actual or potential breaches are reported to the College’s Privacy Officer. A privacy breach happens whenever personal information in the custody or control of the College is lost or stolen or is used, modified or destroyed by or disclosed to an unauthorized person.
The College’s Privacy Officer receives and responds to complaints or inquiries about our privacy practices relating to the handling of personal information. 
The College investigates all privacy complaints. If a complaint is found to be justified, we will take appropriate measures to respond and resolve the matter.
� See sections 36 and 36.1 of the RHPA.


� See section 49 of the Personal Health Information Protection Act, 2004
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